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STATE ATTORNEY’S SOCIAL MEDIA POLICY 

1
 

 The State Attorney understands that social media is a fun and rewarding way to share 

your life, thoughts and opinions with family, friends, co-workers and the world at large. As the 

Internet takes an ever-increasing role in our work and personal lives, we must always be mindful 

of our responsibilities as employees of the State Attorney’s Office (hereinafter “SAO-9”). 

Various forms of social media
2
 give employees the opportunity to interact with friends and 

colleagues, but as with other forms of communication, employees need to be aware of the 

potential for problems. The line between public and private, personal and professional, is often 

blurred, especially when an employee using social media includes his or her affiliation or title, or 

comments on matters related to his or her work, law enforcement in general or the criminal 

justice system. 

 When using social media, SAO-9 employees should use caution and exhibit sound 

judgment and common sense. Before using social media to communicate about matters affecting 

the office, employees should ask themselves: “Is there any risk that I am disclosing confidential 

or non-public information?” “Might my use of social media adversely affect SAO-9’s mission?” 

“Are there policies and procedures governing my conduct such that I should ask a supervisor 

prior to posting, commenting, or blogging online?” By resolving these and other issues discussed 

more fully below, SAO-9 employees will ensure they conduct themselves in a manner consistent 

with the high standards set for this office.  

 Two types of comments on social media merit special attention and should cause SAO-9 

employees to exercise extreme care: comments that can be perceived as showing prejudice or 

bias and comments on SAO-9’s work-- including cases and investigations. It is critically 

important that SAO-9 employees act, and are perceived to act, in a fair, just, impartial and 

unbiased manner. Online comments by SAO-9 employees exhibiting animus (strong feelings of 

dislike or hatred) or ridicule of any individual, class or group of people hurt our ability to carry 

out our important mission and will not be tolerated. 

 

 

                                                 
1
 This policy is based in part on Guidance on the Personal Use of Social Media by Department Employees 

attached to a March 24, 2014 Memorandum issued by James M. Cole, Deputy Attorney General.  The State 

Attorney thanks the DOJ, Mr. Cole and Andrew Goldsmith, National Criminal Discovery Coordinator. 
2
 For the purposes of this memorandum, “social media” covers tools and technologies that allow an employee to 

share communications, postings or information, or participate in social networking, including but not limited to: 

blogs (e.g. Twitter, Tumblr), social networks (e.g., Facebook, LinkedIn, Google+), video and photo sharing websites 

(e.g. Instagram, Flickr), online forums and discussion boards (including commenting on-line using media websites), 

and automated data feeds.  
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  Likewise, SAO-9 employees should neither post nor comment about SAO-9 cases or 

investigations when their comments could reveal non-public information, influence the outcome 

of an investigation or proceeding, or adversely affect the subject of an investigation, a defendant, 

victim, party, or witness.  Employees should not confuse officially released public information 

with information reported by news sources or others that has never been officially acknowledged 

or confirmed (regardless of its accuracy).  

 

 Employees should remain aware that, even though the Internet provides new ways to 

connect with the world, existing policies, rules, and standards still apply when communicating 

about matters affecting the office. Chapter 9 [Discipline] of the office’s Policy & Procedures 

equally applies to Internet and social media activity.
3
 While this policy does not prohibit using 

social media while on work time, like all other types of personal communication, its use must not 

be excessive and must never interfere with the efficient operation of this office.  

   Attorneys should also recognize they have additional responsibilities under applicable 

local court rules and/or the Rules of Professional Conduct and should consult those rules when 

considering a particular communication. 

 It is important to note that social media neither restricts nor expands the existing 

limitations on SAO-9 employee speech.
4
 Employees do not surrender their First Amendment 

rights as a result of their employment; however, the Supreme Court and lower courts have held 

that the government may restrict the speech of its employees when employees are not speaking 

as private citizens on matters of public concern or when the government’s interest in the efficient 

provision of public services outweighs its employees’ interest in the speech. This memorandum 

is intended to educate and remind SAO-9 employees about the limitations in their 

communications that derive from their status as government employees.
5
   

 

 

 

                                                 
3
 This Social Media Policy applies to SAO-9 Investigators notwithstanding Chapter 9’s specific exclusion of 

Investigators. 
4
 While the focus of this memorandum is to provide guidance for communications made on social media, SAO-9 

employees should recognize that the standards and rules of appropriate professional conduct stated in this guidance 

are not limited to internet or electronic communications, but rather apply to any public communication, whether 

written or oral. 
5
 The memorandum provides only internal SAO-9 guidance. It is not intended to, does not, and may not be relied 

upon to create any rights, substantive or procedural, enforceable at law or in equity by any party in any matter civil 

or criminal. Nor are any limitations hereby placed on the otherwise lawful prerogatives of the State Attorney. 
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Personal Social Media Activity Guidelines 

 The following guidelines apply to employees’ personal social media activities even if 
done outside work hours and/or on personal devices: 

 Use of title and email address: Employees may use their official title and SAO-9 
affiliation on their personal social media page(s) for professional identification or 
biographical data as long as they do not create an impression they are speaking in an 
official capacity. Employees should not use their government email addresses when 
setting up personal social media accounts. 

 Communicating in personal capacity: Express only your personal opinions. Employees 

must avoid stating, implying, or creating the impression they are speaking (either in an 

official or unofficial capacity) on behalf of the State Attorney in their personal social 

media activities.
6
 To the extent there may be confusion about whether an employee is 

speaking for the State Attorney or in a personal capacity, the employee must include a 

disclaimer indicating that the employee is communicating in a personal capacity.  An 

acceptable disclaimer is: “The contents of this message are my own and do not reflect 

the views of the State Attorney or the State Attorney’s Office.”  

 

 Work or SAO-9-related posts: Employees may post, comment, or share public 

information
7
 on matters related to their work or the work of the SAO-9 provided such 

communications fully comport with the restrictions set forth in these Guidelines and 

office policy and procedures. SAO-9 employees must properly safeguard privileged 

(including work product
8
), exempt

9
, confidential

10
 or government classified information. 

Attorneys must also comply with the Rules of Professional Conduct. Finally, absent 

express supervisory approval, employees should not engage in official SAO-9 business 

on personal social media pages.  

 

 

 

                                                 
6
 Implying that one is communicating in an official capacity on behalf of the State Attorney may, for attorneys, 

also constitute dishonesty, fraud, deceit or misrepresentation, which is prohibited by the Rules of Professional 

Conduct. 
7
   Employees should not confuse officially released public information with information reported by news sources 

or others which has never been officially acknowledged or confirmed (regardless of its accuracy).  
8
 Definition of work product: Personal views of attorneys as to how and when to present evidence, evaluation of its 

relative importance, knowledge of which witness will give certain testimony, personal notes and records as to 

witnesses, jurors, legal citations, proposed arguments, jury instructions, diagrams and charts the attorney may refer 

to at trial for his/her use, but not to be used as evidence.  . See, Surf Drugs, Inc. v. Vermette, 236 So.2d 108,112 (Fla. 

1970).  Also includes an attorney’s theory of his/her case. 
9
 As set forth by Florida laws and court rules including, but not limited to, Chapter 119 of Florida Statutes.  For 

more comprehensive listing see, Government-in-the-Sunshine Manual which can be found at: 

myfloridalegal.com/sun.nsf/sunmanual. 
10

 See Number 9 above.  
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 Engaging with colleagues: Employees are permitted to engage with colleagues, 

including superiors and subordinates, on their personal social media sites. That said, care 

must be exercised to ensure office policy and procedures and/or other rules are not 

violated.  

 

 Likes, Friending and Follow caution: Even though it is a personal account, SAO-9 

employees should use good judgment in supporting or endorsing others via social media. 

We do not want your Internet associations to give the appearance of an inability to try 

cases fairly or to raise reasonable concerns of bias by SAO-9 employees. 

 

 Posts or Links: Posting or linking to sexual, violent, racial or ethnically derogatory 

items, comments, references, links, pictures, artwork, video or other material in such a 

manner as to associate said content with SAO-9 is prohibited. 

 

 Political activity: While most employees can engage in certain political activities away 

from the workplace and on their own time, including on their social media pages, some 

prohibitions for government employees exist. Employees must understand the 

prohibitions that apply to their positions and be mindful of them as they engage in 

personal social media activities. See Hatch Act (5 U.S.C. §§ 7321-7326) and other 

restrictions. 

 

 Obscenity, threats, discrimination and harassment: Be respectful!! As with all SAO-9 

communications, employees may be subject to discipline if they use social media to 

engage in obscene, threatening, intimidating, bullying, harassing or discriminatory 

comments toward other employees (or individuals or groups) based on their race, color, 

religion, national origin, sex, gender identity, age, disability, genetic information, status 

as a parent, sexual orientation, marital status, political affiliation, or any other protected 

status. Examples of such conduct might include offensive posts meant to intentionally 

harm someone’s reputation or that could contribute to a hostile work environment.  

Employees may never use social media to retaliate against others for their protected 

actions. 

 

 Anonymous and pseudonymous postings: Employees should recognize that attempts to 

post anonymously or using a fake name are often unsuccessful, and therefore they should 

not engage in activity they otherwise would not be permitted to engage in if their identity 

was known. These Guidelines and all required standards of conduct apply equally 

whether an employee is properly identified, uses social media anonymously or uses a 

fake name, pen name or pseudonym. 
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 Comments about Judges or Other Officers:  In conformity with Rule of Professional 

Conduct 4-8.2, SAO-9 employees shall not make false statements or statements in 

reckless disregard for the truth about the qualifications or integrity of a judge, public 

legal officer, juror or member of the venire or a candidate for election or appointment to 

judicial or legal office. 

 Comments about Attorneys:  SAO-9 employees shall not make false statements or 

statements in reckless disregard for the truth about a lawyer’s qualifications, motives or 

integrity. 

 No employee should take negative action against any co-worker for reporting a possible 

deviation from this Social Media Policy or for cooperating in an investigation of an alleged 

violation.  Any employee who retaliates against another employee for reporting a possible 

deviation or for cooperating in an investigation will be subject to disciplinary action, up to and 

including termination. 

 

 The exercise of sound judgment and an awareness of applicable rules will avoid problems 

that could result in violations of the Rules of Professional Conduct, local professionalism rules 

and/or SAO-9 policy; or which may cause disruptions or distractions to the operation or mission 

of the office. A violation of the State Attorney’s Social Media Policy may result in 

disciplinary action up to and including termination. 

 

 Please contact HR or your supervisor if you have questions or concerns.  




